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Metascanis an automated
static file analysis solution
used to quickly, efficiently and
systematically analyze files
and detect the presence of
malicious applications by using
many tightly integrated

antivirus engines.

Key Benefits

With the latest tally of malware at over 50 million
unique samples, fast and automated analysis of
threats is absolutely necessary. Researchers
cannot always submit files to public services due
to the sensitive nature of some of their samples.
The Metascan appliance is truly a plug-and-play
solution that quickly tests for the existence of
malware using a multitude of scanning engines.
Packaged as a ready-to-run appliance, Metascan
canbe quickly integrated into an organization'’s
workflow. Metascan is a high performance file
analysis solution that provides a database, web
based GUI, and other features such as the ability
to connect to multiple Metascan servers for
unprecedented scalability in anti-malware
scanning capabilities.

Packaging Options

m  Quickly test for the existence of malware using
multiple scanning engines, freeing up valuable
time usually spent manually scanning files

m Antivirus engine licensing is included so there is no
need to purchase and manage licenses

m Awebinterface allows anyone with a web browser

to quickly scan a static file to determine its status,

as well as threat information if any are detected
(class of malware, threat name, engines that
detected the threat)

m Canbe quickly integrated into an organization’s
workflow allowing for threat and risk mitigation in
arelatively short period of time

Pre-configured Appliance
Atrue plug-and-play solution with pre-configured
and fully-licensed AV engines.

Downloadable Software

Metascan can be installed on your own appliance
or VM. OPSWAT Professional Services can assist
with the installation and configuration.

Custom Engine Packages

Want a custom Metascan configuration with 10,
20,30 or any other set of engines? Contact
sales@opswat.com and allow us to tailor a
solution per your organization’s unique needs.
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Features

m Scalable modular architecture for
large-scale parallel file analysis
operations

m Easyintegration with existing
sandbox solutions such as Norman
and GFI

m Secure RAMdrive for the deletion
of confidential data (i.e. system
failure or restart)
Standards-compliant Web interface
Scan individual files or complete
folders

m Analysis reports such as individual
and total scan engine detection
times

m Customreports are available via
downloadable CSV files

m  Microsoft Management Console
(MMC) Snap-In for local manage-
ment and additional functionality

m Automated updating of all antivirus
engines (for off-line systems,
manual updates are supported for
Metascan embedded engines)

m Searchviathreat name, MD5or
SHAT hashes

m  APIsfor customintegration
(RESTful, Java (JNI), COM for Visual
Basic and C#, ICAP and C++)
Custom scanning engine support
Built-in file type detection for over
5,000 file types - including archives
(Winzip, WinRar, PKZip and other
types of archive files)

m Postactions allow users to create
and implement custom scripts that
are executed after completing afile
scan
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Online Demo

A free, online demonstration of Metascan functionality is available at: www.metascan-online.com

File Browser

The file browser displays all files scanned through Metascan, as well as provides an in-depth view of each scans results.
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