
MetaDefender  for Secure Access

     

Your high-speed endpoint scanning solution



Enforcing network security requires an 
assurance that an endpoint machine is 
free from malevolent active memory 
modules prior to access. 
MetaDefender for Secure Access 
( ) is a fast, lightweight (~100kb) 
memory scanning tool that is ideal for 
scanning endpoints prior to a network, 
web or server access. 

endpoint using multiple antivirus engines.

application on an endpoint system, and network  
security is enhanced through multi-scanning 
technology to ensure that active processes are 

likelihood of catching a malicious process 
module. A threat missed by one engine may be 
detected by one or more of the others. And 
because scanning is optimized for multiple 

scan in only seconds.

Supported operating systems include Windows, 
Mac OS X, Linux and several mobile operating 
systems. 
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Single Engine Detection Rate*

As this recent performance test indicates no one antivirus engine 
is able to detect every threat. A product with several different 

from malicious processes. 

worms backdoors trojans other

Features

▪   
        scanning engines to your solution
▪   Able to perform an extremely fast memory check on endpoints accessing a   
       network
▪   Added security on any platform
▪   Scanning the complete file system prior to a logon using the pre-installed    
       antivirus solution is too slow
▪   Endpoints  may not have an antivirus solution  installed 
 

▪   Includes licenses for multiple built-in engines
▪   Server side logging to track scanning history
▪   Compatible with any pre-installed antivirus application

Benefits
▪   Able to scan the memory of nearly any operating system
▪   Easy signature updates using internet updates or manual updates in a         
       locked-down environment
▪   A client accessing the host network can be scanned even in the absence of an      
       endpoint antivirus application 
▪   Lightweight and fast

Memory modules are enumerated, 
hashed and sent to MetaDefender Modules are checked against cached scan 

results. If results for a specific module are 
not found, it is requested for multiscanning

Missing memory modules are sent

ENDPOINT

Missing memory modules are multiscanned

Final multiscan results are reported   

HASHES SENT

DATA REQUESTED

DATA SENT

RESULTS SENT

several



All other trademarks, trade names, service marks, service names, and images mentioned and/or used herein belong to their respective owners.

 

Deployment Options

A demonstration of the speed and power of MetaDefender for Secure Access is available on the web at:       www.metadefender.com  

MetaDefender  for Secure Access

easy integration with SSL VPN and NAC solutions from

it run during login. This lightweight utility instantly returns 
results via API or an optional user interface. 
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