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B MEta DEfender for Secure Access

Enforcing network security requires an
assurance that an endpoint machine is
free from malevolent active memory
modules prior to access.
MetaDefender for Secure Access
(MD45SA) is a fast, lightweight (~100kb)
memory scanning tool that is ideal for
scanning endpoints prior to a network,
web or server access.
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VirusBuster

MD4SA

Quick Heal

MD4SA quickly scans the memory of the
endpoint using multiple antivirus engines.
MD4SA complements an active antivirus
application onan endpoint system, and network
security is enhanced through multi-scanning
technology to ensure that active processes are
checked before admittance is granted.

MD4SA's “super antivirus engine” improves the
likelihood of catching a malicious process
module. A threat missed by one engine may be
detected by one or more of the others. And
because scanning is optimized for multiple
engines, MD4SA is able to complete amemory
scan in only seconds.

Supported operating systems include Windows,
Mac OS X, Linux and several mobile operating
systems.
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Why MD4SA?

m No single antivirus product can detect all threats - MD4SA adds several
scanning engines to your solution

m Able to perform an extremely fast memory check on endpoints accessing a
network

m Added security on any platform

m Scanning the complete file system prior to a logon using the pre-installed
antivirus solution is too slow

m Endpoints may not have an antivirus solution installed

Features

m Includes licenses for multiple built-in engines
m Server side logging to track scanning history
m Compatible with any pre-installed antivirus application

Benefits

m Able to scan the memory of nearly any operating system

m Easy signature updates using internet updates or manual updatesina
locked-down environment

m Aclient accessing the host network can be scanned even in the absence of an

endpoint antivirus application
m Lightweightand fast

How MD4SA Works

ENDPOINT

Memory modules are enumerated,

Single Engine Detection Rate*®

worms backdoors trojans other
AV Product 1 88% 77% 70% 63%
AV Product 2 81% 36% 47% 62%
AV Product 3 48% 66% 46% 54%
AV Product 4 57% 56% 51% 42%
AV Product 5 57% 58% 51% 42%
AV Product 6 63% 59% 54% 42%
AV Product 7 84% 59% 62% 69%
AV Product 8 56% 72% 65% 48%
AV Product 9 45% 41% 26% 27%
AV Product 10 77% 37% 40% 34%
AV Product 11 85% 51% 54% 57%
AV Product 12 10% 54% 36% 29%
AV Product 13 15% 44% 42% 40%
AV Product 14 64% 58% 53% 50%
AV Product 15 27% 37% 35% 30%

AV Product 16 48% 65% 46% 52%

* Source: http://www.av-comparatives.org

As this recent performance test indicates no one antivirus engine
is able to detect every threat. A product with several different
engines and update patterns is ideal for protecting your network
from malicious processes.

MD4SA

HASHESSENT
hashed and sent to MetaDefender Modules are checked against cached scan

Missing memory modules are sent

results. If results for a specific module are

D i . .
y not found, it is requested for multiscanning
%

y
Final multiscanresults are reported

Missing memory modules are multiscanned
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Deployment Options

MD4SA features plug-ins for industry-standard devices and
easy integration with SSL VPN and NAC solutions from MD4SA oRswaT
Microsoft, Cisco, Juniper, F5, SonicWALL, Avaya and others.
Scanning your running processes for malware.
ort . . . . .
For the end user, it's as simple as installing the client and letting
() I~
it run during login. This lightweight utility instantly returns "\ Scanning: . OwS1\eyetem2\Searchitertios. exe
results via APl or an optional user interface.
MD4SA CLIENT
B Metascan MMC =181x|
| Ele Action View Favarites ‘Window Help TS
e am 2
[ Wetascon
¥ et MD4SA OPSWAAT.
(~) Summary
(' License Status
Registered to
License valid unti. 332010 VALID (Trial)
(3 License Status for Remote Clients
Hunber of Alowed remote cierts: 5 =10 =]
Usage of Remote Clients 0 outof 5
Valid unti! 332010 12:00:00 AM Scan Results
License Status: Trial
_ Scan Time: B75ms (17:22:46:398 - 17:22147:273)
(> Server Status
Contents scanned: MIE[LIT]EXE
Server start 2010:02:02 16:38:24
Yersion: Metascan Ukra 2.7.0.5612 Analyzed File Type: Win32 Executable M3 Yisual C++ (generic) [E] (EX
Engines Installed: 8(8) " X
Stan Requests Processed: 0 Path: b0
Infections Found: 0 Ticket: 1967348928
Status: Infected
(v) Recent Threats
Engines | Timne (ms) I Result
@ Engines AVG scan engine 850 Infected-[BackDoor . Genericl L.BFGA]
CA scan engine 469 Clean
[Engine [ Wersion Def. Tim [ Def. ver [ Def. 5 [ Alerts Clamiin scan engine 594 Clean
AVG scan engine. 16,5408 5/2010 7:35:00 AM 270.14.130.2607 - 25 days 9 hours oid Eset scanning engine 360 Clean
Ch scan engine 35.2.0 512010 12:0000 M 35.2.7226 7226 25 days 16 hours old VirusBuster EDK 16  Infected-{Trojan.Genome.EV]
Clamivwin scan engine 0.94 52010 12:00:00 AM 51.10273 653252 25 days 16 hours old .
Eset scanning engine 1256 (2010 /2010 12:00:00 4 4755 (2D100108) | 6357 25 days 16 hours old Narman Scan Engine 500 Clean
VirusBuster EDK 2/20105:38:14 PM 12.11.7.0 - QuickHeal scan engine 532  Infected-{Back Crifice (BO2K)]
Morman Scan Engine: 64,3 B/2010 12:04:00 PM 6.4 4692007 25 days 4 hours old
QuickHeal scan engine: 10.00 82010 12:57:00 PM 10.00 - 25 days 3 hours old
< | »l

MD4SA Implementation Demo

A demonstration of the speed and power of MetaDefender for Secure Access is available on the web at: www.metadefender.com
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