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About Customer

Since 1998, ekye Digital Security has made vulnerability management simpler
and more effective by providing the only unified vulnerability and compliance
management solution that integrates security risk discovery, prioritization,
remediation, and reporting into a complete offering. Consistently the first to
uncover critical vulnerabilities and prevent their exploit, eEye leverages its
world-renowned research and development to strategically secure customer
assets. Thousands of mid-to-large size organizations, including some of the
most complex IT environments in the world, rely on eEye solutions to protect
against the latest known, unknown, and zero-day vulnerabilities.

About Retina CS

Retina CS is the only unified vulnerability and compliance management
solution that integrates security risk discovery, prioritization, remediation, and
reporting. With Retina CS, organizations close the gaps across the vulnerability
management lifecycle to reduce risk for the organization.

Customer Challenges

With cyber-threats becoming more common and increasingly more advanced,
understanding and protecting against them becomes extremely difficult.
eEye’s mission was to expand the understanding of incoming threats by gaining
visibility to malware data from third-party antivirus products.

OPSWAT's Solution

eEye integrated OPSWAT's OESIS Framework to enable Retina CS to identify
malware detected by third-party antivirus applications. Running as a Windows
service on the host, the Retina Protection Agent uses direct calls to OESIS
toretrieve logs of malware detections from supported third-party antivirus
applications. These logs are packaged alongside other threat data (attacks and
vulnerabilities) and sent to the Retina CS management console to provide a
centralized view of the overall threat landscape.

Results

Retina CS is able to report on malware logged by third-party antivirus products,

which augments existing data to provide a more complete view of the overall
threat surface. Customers are able to view threat reports by asset to prioritize
vulnerabilities and reduce overall risk.

For more information please contact sales@opswat.com.

“It's increasingly difficult for enterprises
to protect themselves against
sophisticated threats. We enhanced

our technology with components from
OPSWAT's OESIS Framework to expand
our overall threat intelligence. Retina CS
is now able correlate data from multiple
sources in order to prioritize remediation
efforts and reduce risk.”

Brad Hibbert, VP of Strategy,
eEye Digital Security
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